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The development of nuclear science presents multifaceted benefits across diverse
sectors, including energy, health, construction, agriculture, and food production.
However, the proliferation of nuclear technology introduces the complex challenge
of dual-use, encompassing both constructive applications and potential misuse for
nefarious purposes such as terrorism. Indonesia, like many nations, faces this dual-
use dilemma, necessitating robust defense mechanisms to safeguard against
nuclear terrorism threats. This study aims to investigate and enhance Indonesia's
defense system against nuclear terrorism by emphasizing integration and strategic
intelligence within its defense components. The primary objective is to analyze the
integration and coordination mechanisms among the main, supporting, and reserve
components of Indonesia's defense system to strengthen strategic analysis and
intelligence efforts in combating nuclear terrorism threats. Through a qualitative
research methodology employing an analytical approach, data collection
encompasses expert interviews, observations, and an extensive literature review.
The study identifies various threat risks and potential initiators of nuclear terrorism
attacks, highlighting the critical role of integrated defense components in
addressing these threats effectively. Findings reveal the indispensable roles of the
main, supporting, and reserve components in executing intelligence functions,
including investigation, security, and information gathering, to mitigate the threat
of nuclear terrorism. Despite their distinct roles, these components require
seamless integration and coordination to maximize strategic analysis efforts and
intelligence sharing. The research identifies several constraints hindering the
effective implementation of integration and strategic intelligence within
Indonesia's defense components. These constraints necessitate targeted
improvements to enhance the nation's capability to mitigate the threat of nuclear
terrorism effectively. In conclusion, this study underscores the significance of
integration and strategic intelligence within Indonesia's defense system to confront
the evolving threat landscape of nuclear terrorism. By addressing research gaps
and proposing actionable recommendations, this research contributes to
strengthening Indonesia's defense posture against nuclear terrorism, thereby
ensuring national security and global stability.
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INTRODUCTION

Research on the threat of nuclear terrorism
has become a major concern for many scientists and
policymakers around the world [1-3]. In recent
decades, this research has shown an escalation of

concerns over the potential misuse of nuclear
technology by terrorist groups. The increasing use of
nuclear power for peaceful purposes such as power
generation and cancer treatment, as well as the risks
associated with the dual use of nuclear technology
[4-7]. They note that while the benefits of nuclear
technology are significant, the risk of its misuse
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for terrorism purposes is also growing [8-10].
Research by several investigator has highlighted the
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need for coordinated international efforts to
address the threat of nuclear terrorism [11-13].
They emphasized the importance of multilateral
agreements such as the International Convention on
the Suppression of Acts of Nuclear Terrorism
(ICSANT) in providing a legal foundation for
global cooperation in preventing and countering
such threats. Indonesia, as mentioned in the
research by Trajano and Caballero-Anthony (2020)
has committed to countering the threat of
nuclear terrorism by ratifying ICSANT and
engaging in prevention efforts undertaken by the
international community [14]. Challenges remain in
implementing the policy, especially in expanding the
definition and scope of relevant laws. This research
aims to explore effective prevention strategies and
strengthen international cooperation in addressing
the threat of nuclear terrorism.

This research aims to investigate the
challenges and opportunities in efforts to prevent
nuclear terrorism in Indonesia, with the main
objective of improving understanding of the factors
that influence the effectiveness of prevention
efforts. Previous studies have highlighted the
importance of a comprehensive understanding of
the risks and threats of nuclear terrorism as well as
appropriate strategies for addressing them [11,15].
A better understanding of these factors can help in
identifying more effective strategies to address
such threats. For example, Brustlein et al. (2021)
show that international cooperation and increasing
the capacity of states to detect and respond
to the threat of nuclear terrorism are key to reducing
the risk [16]. This research also includes an
analysis of the integration of state defense
components in dealing with the threat of
nuclear terrorism. Previous research has highlighted
the importance of integration between various
agencies and institutions in responding to terrorism

threats, including integration between police,
military, and intelligence agencies [17-19].
This research examines the implementation of
strategic intelligence in the national defense
component. Previous research has shown that
effective intelligence can be an invaluable
tool in detecting and preventing terrorist
attacks [20]. Taking these findings into account,
this research aims to develop relevant

recommendations for the strategic implementation of
intelligence and integration of national defense
components in countering the threat of nuclear
terrorism in the future. This is in line with the
findings of previous research that highlighted the
importance of concrete and targeted policy
recommendations to improve responses to the
threat of terrorism [21].
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The limitation of this research focuses on the
implementation of national defense policy related to
managing the threat of nuclear terrorism in
Indonesia, with a focus on threat analysis, national
defense, and intelligence strategy. Although this
research  highlights  challenges in  policy
implementation, the role of civil society in
preventing nuclear terrorism is also an important
aspect that can be further explored.

This research, focusing on understanding
and handling the threat of nuclear terrorism in
Indonesia, holds important relevance in the context
of national and global security. Nuclear terrorism
poses a complex and serious threat to world
peace, with potentially devastating impacts [22,23].
In addressing this issue, an inclusive approach
involving civil society is vital. Previous studies have
highlighted the importance of civil society
engagement in efforts to prevent nuclear terrorism.
Research by several investigators shows that the
active participation of civil society can strengthen
the nuclear security system by detecting and
reporting suspicious activities as well as promoting
transparency and accountability in the management
of nuclear materials [24,25]. In addition, an in-depth
evaluation of existing policies is essential to identify
weaknesses and shortcomings in the regulatory
framework and law enforcement related to nuclear
security. Research by Van Metre et al. (2021) and
Padoani (2020) emphasized the need for increased
government capacity in responding to the threat
of nuclear terrorism, including improved training
for security officers and the development of
cross-agency coordination mechanisms [26,27].
Cross-border learning about best practices from
other countries is also a key component in efforts to
prevent nuclear terrorism [3,28]. Several best
practices that can be adopted from the experiences
of countries such as the United States, Russia, and
Israel in managing nuclear terrorism risks, including
sophisticated early detection systems and close
international cooperation have been identified
[29-32]. By combining an inclusive approach
involving civil society, an in-depth evaluation of
existing policies, and cross-border learning on best
practices, this research has the potential to make a
significant contribution to global nuclear terrorism
prevention efforts.

METHODOLOGY

In this research methodology, data collection
was conducted over five months from February to
June 2022 in various strategic locations in Jakarta,
including BIN Headquarters, Army Headquarters,
Navy Headquarters, Police Headquarters, Bakamla
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Headquarters, and several other government offices
and other related institutions. This research employs
a qualitative design with an analytical approach to
understand the implementation of intelligence
strategies in the integration of national defense
components related to the threat of nuclear
terrorism in Indonesia [33].

Primary data was obtained through in-depth
interviews, observations, and consultations with
relevant experts, while secondary data was
obtained  through reviewing research-related
documents. A total of 21 resource persons from
various related institutions, including key figures
in the field of intelligence and national defense,
were involved in this research.

The data collection process was carried out
carefully from various sources to ensure the validity
of field data [34]. Primary data were obtained
through in-depth interviews with directly involved
informants, using a specially designed open-ended
guestionnaire  [35-37]. The data  analysis
process involves data processing and organization,
overall understanding of the data, segmentation
of sentences into categories, description of
information, application of a narrative approach, and
interpretation of data for the implementation of
strategic intelligence to counter the threat of
nuclear terrorism [38].

Data validity checks are carried out using four
criteria, namely credibility (internal validation),
transferability (external validation), dependability
(reliability), and confirmability  (objectivity)
[39-41]. Data triangulation is done through various
techniques and data sources, including in-depth
interviews with various informants, as well as
reference checking and consultation to maintain data
validity and reliability [42,43]. External validity was
ensured by compiling detailed interview transcripts,
while the objectivity of the research was measured
through the agreement of various parties to the
research results [44-46].

RESULTS AND DISCUSSION
Results

Risk analysis of nuclear terrorism threat in
Indonesia

Through research that combines interview
methods and literature studies, it was found that
three main categories of nuclear terrorism threats
have significant potential in Indonesia. First, the
direct risk comes from the use of nuclear weapons,
which has the potential for great damage and
terrifying terror impact. Second, there is the risk of
theft of nuclear materials for explosive weapons
purposes or their misuse by terrorist groups.

Third, threats arise through physical or cyber attacks
on nuclear facilities, which can result in the release
of radioactive material into the environment.
The research also identifies several groups of actors
as potential initiators of nuclear terrorism attacks,
including insiders with direct access to nuclear
facilities, terrorist groups focused on acquiring
nuclear materials, hackers driven by various
motivations, criminal organizations, and even states
engaged in nuclear attacks against other countries
[47-49]. Although Indonesia is relatively safe from
recorded nuclear terrorism, the country faces
potential threats through its nuclear technology,
such as research reactors and the use of nuclear
technology in various sectors [50-52]. While the
likelihood of the use of nuclear material as a weapon
of terrorism remains low, the risk of smuggling
material from nuclear facilities, both raw
materials and waste, remains significant [1,53,54].
Therefore, it is recommended that the Indonesian
government remains vigilant against the potential
threat of nuclear terrorism, focusing on monitoring
potential initiators of nuclear terrorism attacks.
This effort aims to prevent the threat of nuclear
terrorism attacks in Indonesia, ensure security, and
maintain the sustainable use of nuclear technology
in various sectors.

The role of national defense components in
confronting the threat of nuclear terrorism

The results show that the integral role of
Indonesia’'s defense and security institutions
in dealing with the threat of nuclear terrorism
has  been revealed. Indonesian National Army
(TNI), through various aspects of prevention,
prosecution, and recovery, is involved in addressing
this potential threat. Koopsusgab, as part of
the TNI, has a role in surveillance, early detection,
and handling of potential terrorism cases [55].
Indonesian National Police (Polri) has a strategic
role in maintaining public security, and the
Gegana Unit of Polri's Korbrimob is actively
improving its capabilities in dealing with nuclear
hazards [56]. Indonesian State Intelligence Agency
(BIN) carries out its role in early detection and
prevention, while the National Defense Council of
the Republic of Indonesia (Wantannas) sets
national security policy and identifies risks
related to nuclear technology [57]. Other institutions
such as Indonesian Marine Security Agency
(Bakamla), National Counterterrorism Agency
of the Republic of Indonesia (Bakamla), National
Innovation Research Agency (BRIN), Nuclear
Energy Regulatory Agency (Bapeten), State Cyber
and Crypto Agency (BSSN), and Defense University
of the Republic of Indonesia (Unhan) also
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have important roles in monitoring, handling,
and understanding the threat of nuclear
terrorism to maintain national security, safety,
and preparedness.

Integration of national defense components
in facing the threat of nuclear terrorism

The results of this research reveal that the
TNI Zeni Unit has managed to form effective
partnerships with other defense components,
especially in the context of personnel training.
By identifying two main categories of training,
namely graded training ranging from basic to
technical Nuclear, Biological, and Chemical
(Nubika), and non-graded training including position
tests and individual expertise, it is evident that
through various training programs, such as
technical investigation, shooting, decontamination,
and Platoon Nubika, they managed to improve
their capabilities in dealing with the threat of
nuclear terrorism. Polri has also proven capable of
integrating with defense components in tackling
nuclear terrorism, particularly through joint training
with the Nuclear Engineering Department at
Gadjah Mada University. Brimob Polri is actively
expanding the understanding and skills of its
personnel to face and address the impact of such
threats. In the realm of nuclear terrorism-related
intelligence, BIN effectively played a role by
working with BRIN to build nuclear chemistry
expertise at the State Intelligence School. They also
led efforts to investigate and analyze nuclear
radiation threats, enhancing not only nuclear security
but also cross-agency cooperation. National Defense
Council of the Republic of Indonesia (Wantannas)
demonstrated an effective structure in integrating
national defense components, creating a platform for
cross-agency collaboration to strengthen national
security-related policies, particularly nuclear threat-
related issues. Bakamla successfully established
effective synergy with BNPT in countering nuclear
terrorism, enhancing maritime territorial security as
well as personnel capacity in addressing nuclear
radiation hazards in Indonesian waters. BNPT, as the
national program coordinator for counter-terrorism,
plays a crucial role in bringing together institutions
and communities to confront nuclear terrorism,
focusing on deradicalization, counter-radicalization,
and prevention through technology. BRIN
successfully initiated training and national
strategies to address the threat of terrorism,
including nuclear, through effective coordination
with various components of national defense as well
as the wider community.
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Fig. 1. Simulation of counterterrorism measures at
RSG GA Siwabessy nuclear facility.

Figure 1 shows a simulation of counter-
terrorism measures at the RSG GA Siwabessy
Nuclear Facility [58]. This simulation depicts a
scenario outlining the steps taken to address the
threat of terrorism at the facility. Through this
figure, it can be observed how various security and
law enforcement units work together to protect the
facility from potential terrorist attacks. The image
provides a visual depiction of the coordination and
strategies implemented in maintaining the security
of the nuclear facility.

The research focuses on designing a national
training scenario depicting a nuclear terrorism
situation. The research refers to the IAEA guidelines
for improving national defense preparedness
[59-61]. One example is the simulation of handling
terrorism threats at the RSG GA Siwabessy Nuclear
Facility [62]. The information system protection and
security efforts undertaken by BRIN and BSSN aim
to protect nuclear facilities from cyberattacks with
robust and standardized networks and prevent
espionage. Bapeten and ORTN BRIN also engage in
collaboration to improve information system
security, avoiding cyber espionage through reliable
software updates. Their strategic cooperation,
especially in IRSRR for Kartini Reactor, utilizes the
Internet Reactor Laboratory to operate the reactor
in real-time. Despite having different roles,
Bapeten and ORTN BRIN managed to overcome
the challenges faced, strengthening their
relationship for the advancement of nuclear
technology. They realized the importance of synergy
in supporting the development of nuclear
technology  in Indonesia. Through integration
with BRIN, BSSN is responsible for maintaining
the cybersecurity of nuclear reactor facilities.
They utilize a layered system, early detection, and
provide alerts to BATAN to perform manual actions
to secure the system, preventing an operational
takeover of the facility. The University of Defense
also plays an important role with its cyber lab,
which aims to protect the network security systems
of government facilities. Their collaboration with the
Ministry of Defense allows the IDU to actively
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contribute to responding to the threat of nuclear
terrorism in Indonesia.

Strategic intelligence implementation in
national defense components to counter
the threat of nuclear terrorism

The results of this research reveal that the
implementation of intelligence strategy in the
national defense component, particularly in the
Indonesian National Army (TNI), has proven
effective in dealing with the threat of nuclear
terrorism. The TNI Strategic Intelligence Agency
(BAIS TNI) plays a key role in organizing an
efficient intelligence function, demonstrating its
success through careful implementation [63].
In dealing with the potential threat of nuclear
terrorism, TNI carries out the strategic role of BAIS
TNI's Medical Intelligence Unit (Satintelmed).
Satintelmed is actively involved in the detection of
potential threats, including the nuclear threat
represented by Nubika, in all areas guarded by
TNI personnel. This approach allows for quick and
accurate identification of nuclear terrorism threats at
various regional levels. This research also highlights
the application of the intelligence function to
TNI human resources through the profiling process.
Profiling is conducted to identify TNI members who
may be exposed to radicalism or have thoughts that
are contrary to the ideology of Pancasila [64,65].
This profiling effort enables the identification of
potential threats from within the TNI, which can be
addressed immediately to ensure the security and
integrity of the organization.

In the context of the Indonesian National
Police Security Intelligence Agency, the Indonesian
National Police (Polri) plays a major role in
conducting nuclear threat investigations with
nuclear terrorism assessment expertise [55].
Polri not only mobilizes the public and expert
figures to support national defense but also
ensures careful management of sensitive information
related to nuclear materials, preventing misuse
by personnel [66].

The National Intelligence Agency (BIN)
has proven to consistently apply a strategic
intelligence approach in dealing with the threat
of nuclear terrorism. Through its investigation,
mobilization, and security  functions, BIN
proactively detects potential threats from internal
and external sources, strengthening efforts to prevent
nuclear terrorism.

The National Resilience Council (Wantannas)
conducts strategic intelligence efforts involving
leaders of relevant institutions, strengthens joint

efforts in maintaining national resilience, designs
national policies, and reports them to the President
for immediate implementation.

The Republic of Indonesia Marine Security
Agency (Bakamla) has successfully implemented an
effective intelligence strategy in the territorial
waters, including investigation, mobilization,
and security functions. Bakamla actively conducts
surveillance of suspicious vessels, detects radiation
from radioactive materials, and cooperates with
other government agencies for law enforcement
against illegal vessels.

The National Counterterrorism Agency (BNPT)
focuses on  deradicalization and  counter-
radicalization in tackling the threat of nuclear
terrorism.  BNPT  successfully identified the
motivation and ideology of potential acts of
nuclear terrorism through in-depth investigations
of terrorism convicts, ex-convicts, and terrorism
group networks.

The National Research and Innovation
Agency (BRIN) designed an effective physical and
information protection strategy for nuclear facilities
in Indonesia [67]. The concept of layered protection
involves security posts with 24-hour surveillance,
random patrols, and information security to prevent
cyberattacks and misuse of access by human
resources that could potentially threaten national
security [68]. This approach emphasizes BRIN's role
in protecting nuclear facilities from various threats,
including potential terrorist attacks.

Figure 2 shows the security post in the
RSG GA Siwabessy Nuclear Facility area [69].
This security post is designed to monitor and
control access to the nuclear facility. It can be
seen that this security post is equipped with
a fence and other security systems to control the
traffic of vehicles and people entering the area.
The existence of this security post demonstrates
the importance of security efforts around
nuclear facilities to prevent potential threats or
unauthorized access [70].

Fig 2. Security post at the RSG GA Siwabessy
nuclear facility area.
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Based on the research results, the Nuclear
Energy Regulatory Agency (Bapeten) has
successfully  implemented an intelligence
strategy to protect the country from the
threat of nuclear terrorism. They conduct
investigations  through  nuclear  technology
inspections, implement security policies at
facilities, and collaborate with other
government agencies. The National Cyber and
Crypto Agency (BSSN) is also effective in
applying intelligence principles, such as mapping
online conversations related to nuclear threats
and  detecting  cyberattacks on  nuclear
infrastructure. The Defense University (Unhan)
also plays a role by utilizing cyber laboratories,
involving civil society in national defense,
and implementing a cyber backup system to
protect government networks. The results of
the research confirm the great contribution of
these three institutions in keeping the country safe
from the threat of nuclear terrorism through
effective intelligence strategies.

Implementation of international cooperation
in addressing the threat of nuclear terrorism

The results confirmed that the cooperation
program between the United States (US) and
Russia successfully established an effective strategy
for preventing nuclear terrorism by raising
awareness of the threat. Collaboration between
terrorism, nuclear security, and intelligence agencies
and experts helped formulate a joint strategy to
address potential nuclear attacks by terrorist
groups [71,72]. It is evident that this cooperation
not only enhances joint assessments of potential
threats but also supports cross-sector cooperation
to prevent nuclear attacks by terrorist groups.
The results revealed Russia's important role
in the development of nuclear technology,
with  uranium conversion infrastructure and
uranium  enrichment  capacity reaching a
significant percentage globally [73,74].
Cooperation  between Indonesia and Russia,
especially through Rosatom, has also proven to
provide great benefits in the construction of
Nuclear Power Plants (PLTN) in Indonesia,
as well as strengthening Indonesia's nuclear
industry with modern and sustainable technology
[75]. This shows that international cooperation
in dealing with nuclear threats is not only important
in building trust and improving defense capabilities
but also supports the country's industrial and
technological growth.
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Recommendations for the implementation of
strategic intelligence and integration within
national defense components in confronting
the threat of nuclear terrorism

Based on the results of the research, it was
found that the implementation of intelligence and
integration strategies in 84 national defense
components to address the threat of nuclear
terrorism faces several obstacles. These obstacles
include the need to improve integration between
components, the need for a centralized coordinator
and clear legal references, improvement of detection
facilities, enhancement of personnel knowledge,
socialization of technical guidelines, understanding
of perpetrators’ motivations, budget optimization,
and integration between military units and
researchers. As recommendations from this research,
focus needs to be given to several key aspects.

First, a centralized coordinator and strict legal
references are needed to ensure that each component
performs its role without overlap or egocentricity.
Second, the national defense component must
increase efforts to investigate and detect the threat of
nuclear terrorism, both from abroad and within the
country. Third, it is necessary to increase the
utilization of nuclear radiation detection facilities to
support investigation efforts. Fourth, it is important
to optimize the budget for developing physical
and cyber security systems at nuclear facilities.
Fifth, integration between military units and
researchers should be improved, through knowledge
exchange and cooperation in preparedness. Terrorist
profiling, deradicalization efforts, and cooperation

between institutions such as TNI, Polri, BIN,
Wantannas, Bakamla, BNPT, BRIN, Bapeten,
BSSN, and IDU are essential to address the

threat of nuclear terrorism. By implementing these
recommendations, it is hoped that the performance
of each component of national defense can be
strengthened in dealing with these threats.

DISCUSSION

The findings of the research, which combines
interview methods and literature studies on the threat
of nuclear terrorism in Indonesia, revealed that three
main categories of nuclear terrorism threats have
significant potential. First, there is the direct risk of
the use of nuclear weapons, which can produce large
and terrifying destructive impacts. Second, the threat
comes from the potential theft of nuclear materials
for explosive weapons purposes or their misuse by
terrorist groups. Third, threats arise from physical or
cyber attacks on nuclear facilities, which can lead to
the release of radioactive material into the
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environment. These findings are in line with
previous research that highlights the importance of
identifying the different types of nuclear threats that
can arise, whether through the use of nuclear
weapons, misuse of nuclear materials, or attacks on
nuclear facilities [72,76]. These categories are
considered significant due to their potential to cause
widespread damage and dire impacts on public
safety and security and the environment.

Based on the results of research integrating
interview methods and literature studies, several
groups of actors were identified as potential
initiators of nuclear terrorism attacks. These include
insiders with direct access to nuclear facilities,
terrorist groups focused on acquiring nuclear
materials, hackers driven by various motivations,
criminal organizations, and even states involved in
nuclear attacks against other countries. Previous
research has also highlighted the important role
these groups play in countering the threat of nuclear
terrorism. For example, research by [77-79] shows
that terrorist groups oriented toward acquiring
nuclear materials often have access to black markets
and illegal networks to acquire nuclear materials.
Meanwhile, research by [80,81] highlights how
hackers with political or economic motivations
can exploit security gaps in nuclear systems to
steal information or damage infrastructure.
The implication of these findings is the importance
of close surveillance and cross-agency cooperation
in monitoring the activities and impeding the efforts
of these groups in planning and executing nuclear
terrorism attacks.

Although Indonesia has not officially
recorded nuclear terrorism, previous research has
shown that the country remains vulnerable to the
threat of nuclear terrorism [51]. The results of the
research, which integrates interview methods and
literature studies, confirm that Indonesia has the
potential threat of nuclear terrorism through the use
of nuclear technology in various sectors, such as
research reactors and other wuses of nuclear
technology. In addition, previous research also
identified the risk of smuggling nuclear materials
from nuclear facilities, both in the form of raw
materials and waste, which can be utilized for
terrorism purposes [82]. While the likelihood of
nuclear material being used as a weapon of terrorism
is still considered low, the risk of smuggling and
misuse of nuclear material remains significant [83].
Therefore, although there is no official record yet,
the Indonesian government needs to remain vigilant
against the potential threat of nuclear terrorism and
take appropriate preventive measures to maintain
national security.

Based on the results of the research, there are
several obstacles and constraints faced in the
implementation of intelligence and integration
strategies in Indonesia's national defense component
in facing the threat of nuclear terrorism [84,85].
Previous studies have shown that one of the main
obstacles is the need to improve integration between
defense components to ensure optimal synergy in
answering the threat [86]. Effective coordination
between various institutions, such as TNI, Polri,
BIN, and other related agencies, is also a major
challenge in ensuring harmony in efforts to
prevent and counter terrorism [87]. Limited human
resources and budget are also factors that
complicate the implementation of this strategy,
thus requiring optimization of the allocation of
available resources and funds. The importance of an
in-depth understanding of perpetrators' motivations
as well as monitoring the development of nuclear
terrorism technology and tactics also points to the
need to increase the capacity of detection personnel
and facilities [88].

The recommendations of this research can be
considered as a strong foundation to strengthen
the performance of each component of national
defense in facing the threat of nuclear terrorism in
Indonesia. Referring to previous research findings
by Christensen et al. (2015) highlighting the
importance of effective coordination between
various defense and security agencies in dealing
with the threat of terrorism, the recommendations
underline the need for a centralized coordinator and
clear legal references [89]. Doyle (2011) also shows
that strong integration between national defense
components is critical to optimizing responses to
terrorism threats [90]. Therefore, implementing
these recommendations will provide a stronger
framework for each national defense component to
collaborate more effectively in detecting, preventing,
and mitigating the threat of nuclear terrorism.
In addition, recommendations to improve the
utilization of nuclear radiation detection facilities,
optimize the budget for the development of physical
and cyber security systems at nuclear facilities, and
strengthen integration between military units and
researchers are also in line with the emphasis of
the National Defense Strategy [88,91,92] to the
importance of improving investigation and detection
capabilities against the threat of nuclear terrorism.

Collaboration between the United States
(US) and Russia has a significant role in dealing
with the threat of nuclear terrorism in Indonesia
[93]. Previous research shows that international
cooperation on nuclear security can raise awareness
of the threat and formulate joint strategies to prevent
nuclear attacks by terrorist groups [94]. In the
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Indonesian context, this cooperation has important
impacts on national defense and the nuclear
industry. First, through this cooperation, Indonesia
can obtain a joint assessment with partner countries
regarding the potential threat of nuclear terrorism
and strategies to deal with it, thus strengthening
national security. Second, collaboration between
the US and Russia in the development of
nuclear technology can support the development
and management of nuclear infrastructure in
Indonesia, such as Nuclear Power Plants (PLTN),
and strengthen Indonesia’'s nuclear industry
with modern and sustainable technology. Thus, this
international cooperation is not only important
to strengthen Indonesia’s national defense from
the threat of nuclear terrorism, but also to support
the progress and sustainability of the nuclear
industry in Indonesia. These questions can open an
in-depth discussion about the research results
and their implications for prevention and
countermeasures against the threat of nuclear
terrorism in Indonesia.

CONCLUSION

This research identifies four forms of nuclear
terrorism threats in Indonesia, including the use of
nuclear weapons, theft of nuclear materials, physical
attacks on nuclear facilities, and cyber attacks.
Potential actors include insiders, terrorist extremist
groups, hackers, criminal organizations, and even
the state. In responding to this threat, national
defense components, such as TNI, Polri, BIN,
and others, collaborate with the implementation
of intelligence strategies as an integrated
effort to build a national defense against nuclear
terrorism. Cooperation between national defense
components is key in responding to the complexity
of these threats.

To maximize the implementation of
intelligence strategy and the integration of national
defense components, some suggestions can be
proposed. First, it is necessary to maximize
integration between national defense components to
improve coordination and effectiveness of responses
to threats. Second, it is important to realize the
existence of a centralized coordinator who can
firmly integrate each component of national defense.
The establishment of clear regulations as a legal
reference needs to be done to support the
implementation of integration between national
defense components. Improving the quality and
quantity of supporting facilities, along with
increasing the insight of national defense component
personnel, can be an important step in strengthening
defense against the threat of nuclear terrorism.
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The socialization of clear technical
instructions regarding the separation mechanism
between aspects of nuclear research and security is
expected to avoid misunderstandings. In addition,
maximum efforts are needed in the observation and
deradicalization of terrorist groups, while optimizing
the budget to improve the security system of vital
objects and nuclear facilities.
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